Bank
Vendor AI Due Diligence Questionnaire
AI Use and Functionality
1. Will any products or services provided use artificial intelligence? If yes, describe exactly how AI is used and for what functions.
2. What type(s) of AI are used (e.g., Generative, Predictive, NLP, Document Analysis, Code Generation)?
3. Does the AI generate text, images, video, audio, software code, or other content? If yes, describe guardrails and human review expectations.
4. Is the AI capability optional and configurable? Can AI features be disabled if needed?
Data Handling, Privacy, and Retention
1. What data does the AI process (Bank data, customer NPI, internal documents, logs, prompts)? Provide examples.
2. Is Bank data used to train or fine-tune any models? If yes, describe opt-out options and data separation controls.
3. Is Bank data or Bank prompts retained? If yes, describe retention period, storage locations, access controls, and destruction process.
4. Is data commingled with other clients’ data? If yes, describe isolation controls and safeguards.
5. Do you use subcontractors or downstream processors for AI services? Provide a list and locations.
Security Controls
1. Describe security controls protecting data in transit and at rest, including encryption standards.
2. Describe access control methods and administrative separation (least privilege, MFA, logging).
3. Describe monitoring and alerting for unauthorized access or unusual activity.
4. Describe incident response procedures and notification timelines for security or data events involving AI.

Governance, Testing, and Monitoring
1. Do you have a written AI risk management governance document? Provide evidence.
2. Do you have an AI test, evaluation, validation, and verification process? Provide evidence.
3. How do you monitor AI behavior in production (quality monitoring, drift monitoring if applicable, error tracking)? Provide evidence.
4. How often are AI controls and outputs tested (e.g., annually or upon updates)? Provide evidence.
5. How do you address bias, unfair outcomes, or inappropriate content generation?
E. Change Management and Notifications
1. How will AI model or feature changes be implemented? Will Sturgis Bank have advance notice?
2. Will Sturgis Bank have an opportunity to review/approve material AI changes before deployment?
3. How do you communicate changes to data handling, retention, or training use?
Sample Contract Clauses (Reference)
Provider may utilize software that is artificial intelligence (AI) in the provision of Services as set forth in the statement of work. Provider will ensure that such AI is valid and reliable, safe, fair, secure, resilient, accountable, transparent, explainable, interpretable, does not violate privacy rights, and does not produce biased decisions against protected attributes. Provider will ensure AI use does not infringe third-party intellectual property and is not employed in a manner that violates confidentiality obligations. Customer reserves the right to verify the accuracy and usability of AI-generated outputs and may require corrections if inaccuracies or deficiencies are identified.
