Generative AI Safety and Security Training for Bank Employees
Introduction
Generative AI (GenAI) is a powerful tool that can assist with writing, summarizing reports, detecting fraud, and improving customer service. However, with its capabilities come significant responsibilities, particularly concerning data security, compliance, and ethical use.

This training is required before you receive access to any generative AI tool at Bank. It introduces the key safety, security, and compliance expectations you need to follow.
This training does not replace the Bank’s AI Usage Policy or AIS Program. It is a summary designed to give you a working understanding of your responsibilities. You are expected to read and follow the full AI Usage Policy, which will be provided to you alongside this training.
By completing this training and signing the acknowledgment at the end, you confirm that you understand the Bank’s expectations and agree to follow them as a condition of AI access

What is Generative AI?
Generative AI refers to artificial intelligence systems that can generate text, images, or data based on what they have been trained on. Examples include ChatGPT (for text generation) and Microsoft Copilot (for AI-assisted tasks in Microsoft Office). At Bank, generative AI is used as an assistive tool to help employees work more efficiently. Current approved uses include:
1. Document analysis and summarization
1. Drafting internal content (emails, reports, procedures)
1. Generating or reviewing code snippets
1. Supporting compliance and governance work within the Bank’s GRC platform

The Bank treats AI as an assistant to staff. AI does not make decisions for the Bank. AI does not act autonomously. You are responsible for reviewing, validating, and approving everything AI produces before it is used.

Risks and Challenges
While GenAI offers many benefits, it also introduces several risks that must be managed through strict controls. Below are the key risks, their identification, and the controls to mitigate them.

The Human-in—The-Loop
This is the single most important control in the Bank’s AI environment. For every AI use case at Bank, a human must:
· Initiate the task – You decide what to ask AI to do.
· Review the output – You read and evaluate what AI produces.
· Decide what to do next – You determine whether the output is usable, needs changes, or should be discarded.
· Remain accountable for the result – If AI output is used, you own the outcome.

AI outputs are drafts. No AI output may be treated as a final Bank decision, presented to customers, or relied upon for regulatory purposes without your review and approval.

Unauthorized AI Use
· Entering restricted data (customer NPI/PII, account numbers, credentials, or confidential internal information) into unapproved AI tools or tools that use Bank data for model training
· Using AI to approve or deny credit, accounts, or other consumer outcomes
· Setting pricing, rates, or fees using AI without human review
· Executing transactions or changes to customer accounts using AI
· Generating final customer communications without required human review and approvals
· Using AI to bypass established controls, policies, or approval workflows
· Using AI outputs without human review
· Deploying AI agents or autonomous workflows without AI Working Group (AIWG) approval
· Building, training, or fine-tuning custom AI or machine learning models without AIWG approval
· Using unapproved AI tools, including consumer AI products, unauthorized browser extensions, or unapproved AI features within vendor products

Output Review and Quality Expectations
You are responsible for the quality and accuracy of any AI output you use. Before using any AI-generated content for Bank purposes, you must:
1. Verify facts, numbers, calculations, and citations.
1. Confirm that language is professional, non-discriminatory, and free of bias.
1. Ensure customer-facing materials follow required approval processes.
1. Never present AI outputs as a final Bank decision.
1. Escalate bias, discriminatory language, or inappropriate content immediately and do not use the output.

AI can produce content that sounds confident but is factually wrong. This is sometimes called a “hallucination.” Treat every AI output as a starting point that requires your professional judgment, not a finished product.

Protecting Privacy and PII While Using AI Systems
All employees with AI access must follow these strict rules to ensure the protection of privacy and Personally Identifiable Information (PII).

1. Never input, upload, or process PII in AI tools that learn from data provided.
· Employees must avoid entering any PII into AI systems that use the data for training purposes. This includes names, addresses, social security numbers, and any other sensitive information.

2. Use anonymized data whenever possible.
· When working with AI systems, employees should use anonymized data to prevent the exposure of PII. This means removing or masking any information that could identify an individual.

3. Regularly review AI settings to ensure no data is stored or retained beyond the scope of your current project.
· Employees must periodically check the settings of AI tools to ensure that no data, especially PII, is stored or retained longer than necessary for the specific project.

4. Ensure that any data used to analyze anything with PII is removed after falling out of context of the use case.
· Once the analysis is complete and the data is no longer needed, employees must ensure that any data containing PII is deleted from the AI system.

5. Do not store AI-generated content in unsecured locations.
· AI-generated content that contains sensitive information should never be stored in unsecured locations. Employees must use secure storage solutions approved by the bank.

6. Work with IT/IS and compliance teams to resolve AI-related risks.
· Employees must collaborate with IT, Information Security (IS), and compliance teams to address and mitigate any risks associated with AI systems.

Generative AI is a powerful tool, but its use in banking requires strict controls to protect customer data, ensure compliance, and maintain ethical standards. By following these guidelines, employees can leverage AI's benefits while minimizing risks. Employees must remain vigilant, verify AI-generated content, and ensure AI is used responsibly. Ongoing training and security measures will help maintain safe and ethical AI use.

Risks, Threats, and What to Watch For
Using AI safely also means understanding how AI can be used against you. The following are real threats that employees should be prepared to recognize.

AI-Enhanced Phishing
Attackers are using generative AI to create phishing emails that are more convincing, personalized, and free of the spelling and grammar errors that traditionally helped identify them. Be extra cautious with unexpected requests, even if they appear well-written and come from a known contact.

Deepfakes and Impersonation
AI can generate realistic fake images, audio, and video. This means a voice call or video that appears to be from a colleague or executive could be fabricated. If you receive an unusual request through voice or video, verify it through a separate, trusted communication channel before acting.

Misinformation in AI Outputs
AI-generated content may contain false or misleading information presented with high confidence. AI does not “know” whether its output is accurate. This is why the human-in-charge standard and output verification are essential. Never assume AI output is correct without checking.

Unauthorized AI Tool Use (Shadow AI)
Using unapproved AI tools – including free online AI chatbots, unauthorized browser extensions, or AI features in non-approved vendor products – creates security risk because the Bank cannot verify how those tools process, store, or share data. Only use AI tools listed in the Bank’s AI Tool & System Register.


By signing below you acknowledge that you have been provided and understand the Bank’s AI Use Policy and understand the information in this document and the importance of safe use of AI systems and your responsibility in ensuring security and privacy of PII and all data included or analyzed using AI system.  Further, your signature below affirms that you will not use any unapproved AI systems.
Quick Reference Summary
Keep these principles in mind every time you use AI at Bank:
	Principle
	What It Means for You

	Human-in-Charge
	You initiate, review, decide, and are accountable for every AI output you use.

	Approved Tools Only
	Only use AI tools listed in the Bank’s AI Tool & System Register. No personal or unapproved tools.

	Protect Restricted Data
	Never enter customer NPI/PII, account numbers, credentials, or confidential info into AI tools that train on Bank data.

	Outputs Are Drafts
	Verify facts, numbers, and regulatory content. Never present AI output as a final Bank decision.

	Report Immediately
	If data is exposed, outputs are biased, or something looks wrong – report to IT/IS and the AIWG right away.

	No Autonomous AI
	AI does not make decisions, approve/deny requests, or take actions without human direction and approval.

	When in Doubt, Ask
	If you are unsure whether a use is approved, stop and ask your manager or contact the AIWG.




Additional Reference Documents:
AI Policy
Artificial Intelligence Systems (AIS) Program
Generative AI Prompting Guide
Vendor Management Policy
Information Security Program




Acknowledgment
By signing below, I acknowledge and confirm the following:
· I have completed the Generative AI Safety and Security Training provided above.
· I have been provided with and have read the Bank’s AI Usage Policy.
· I understand the Bank’s Human-in-The-Loop standard and my responsibility to review, verify, and approve all AI outputs before use.
· I understand what data is restricted and will not enter customer NPI/PII, account numbers, credentials, or confidential internal information into AI tools that use Bank data for model training.
· I understand the approved uses and prohibited uses of AI at Bank.
· I understand that I must report suspected data exposure, biased or inappropriate outputs, unauthorized AI use, and any other AI-related concerns to IT/Information Security immediately.
· I will only use Bank-approved AI tools and will not use unapproved AI tools, consumer AI products, or unauthorized browser extensions for Bank work.
· I understand that my AI access is contingent on continued compliance with the AI Usage Policy and that violations may result in revocation of access and disciplinary action.



_____________________________________________________       ____________________
Employee Signature						        Date

