AI Literacy Training

Created by:               Last Modified:
Operating standard: AI may assist with work. Humans remain accountable for decisions, approvals, and outcomes.

What this guide is
A master training document that explains AI in plain language, gives practical do-and-don't guidance, and can be broken into shorter team sessions, videos, slide decks, and job aids.
What this guide is not
It is not a replacement for policy, procedure, legal guidance, or required control steps. It is the map, not the steering wheel.
Bank's current AI use is intentionally limited to staff-assistive work. Approved AI use is centered on internal productivity, document and spreadsheet analysis in approved environments, internal drafting, code support for authorized staff, and governance or compliance support. AI is not a decision-maker at Bank.
A practical way to think about AI is this: it can be a fast assistant, but it is not the person who signs the form, approves the exception, or owns the outcome. The human still owns the work.
What every employee should be able to do after this training
Explain in plain language what AI is and what it is not.
Use approved AI tools only for approved purposes.
Protect customer data, account data, credentials, and confidential Bank information.
Write clear instructions that help AI produce useful first drafts without oversharing information.
Treat AI output as a draft and verify facts, numbers, dates, citations, and tone before use.
Recognize AI-enabled security threats such as deepfakes, impersonation, and polished phishing attempts.
Know when to stop, ask for help, and escalate instead of guessing.
Report incidents and near misses quickly so Bank can contain risk and learn from the event.
If You Remember Only Five Things
Use only approved AI tools for approved work.
Never place sensitive, confidential, or customer information into an unapproved or public AI tool.
AI can assist with drafting and organizing, but people still decide, approve, and own the result.
Verify facts, dates, names, numbers, citations, and tone before using AI output.
When the task touches customers, money, policy, employment, or something feels off, stop and ask.
Program Overview
This training is designed for all employees, from entry-level staff to management, who want to understand AI without needing to become technical experts. No prior AI knowledge is required. The goal is to build practical judgment, not to turn anyone into a programmer or data scientist.
This document is written as a master guide. Each major section can stand on its own for shorter refresher courses, team discussions, video modules, or role-based slide decks. That makes the guide useful both as a full training course and as a source document for future training materials.
Goals
1. Build AI literacy and remove the mystery around the technology.
2. Promote ethical and responsible AI use, including fairness, transparency, privacy, and accountability.
3. Equip employees with practical ways AI can support everyday work without replacing human judgment.
4. Strengthen healthy skepticism so staff can spot errors, poor fit, and misuse before those problems spread.
5. Encourage thoughtful experimentation inside approved boundaries so good ideas can be explored safely.
How to use this guide
Read it from start to finish for complete training.
Use individual sections for shorter team sessions or refresher training.
Return to the checklists, scenarios, and glossary when you need a quick reminder on the job.
Our approach to AI at Bank
At Bank, AI is used to help employees work faster and more consistently. It can help summarize, organize, compare, draft, and analyze information. It does not replace judgment. It does not remove accountability. Bank's AI use is low-risk, assistive, and internal in nature unless a specific use case has been separately approved.
This matters because AI can look helpful even when it is wrong. A strong environment starts with a simple principle: a person starts the work, reviews the result, decides what to do, and owns the outcome.


The human-in-charge standard
	1
	2
	3
	4

	Human starts
A person initiates the task and chooses the approved tool.
	AI assists
The tool produces a draft, summary, comparison, or suggestion.
	Human reviews
The person checks accuracy, tone, calculations, and boundaries.
	Human decides
The person decides whether to use, change, reject, or escalate the output.



One-sentence rule: Never let AI replace your judgment or a required control step.
A simple traffic-light test
When you are deciding whether AI fits a task, use a traffic-light mindset. It is a quick sanity check, not a replacement for policy.
Green light: Internal drafting, summarizing non-sensitive notes, reformatting content, comparing versions, or turning rough notes into a cleaner first draft in an approved tool.
Yellow light: Anything involving customer impact, employee impact, financial figures, policy interpretation, legal meaning, reputational risk, or external communications. These uses may still be allowed, but they require stronger human review and sometimes a second reviewer.
Red light: Entering sensitive data into an unapproved or public tool, asking AI to make a final decision, bypassing approval steps, sharing credentials, or using AI in a way that removes human ownership.
What good use looks like
Good use is boring in the best possible way. It saves time on the rough draft, helps organize information, and leaves meaningful decisions with the employee. Think of AI as a calculator for words and patterns: very useful for the first pass, completely unsuitable as the final approver.
What poor use looks like
Poor use usually has one of three smells: too much trust, too much data, or too little review. If someone pastes sensitive information into the wrong tool, accepts polished output without checking it, or treats AI like it can make a judgment call on its own, the process has drifted outside safe boundaries.
Bottom line: At Bank, AI may help with the first draft of work. It does not replace human judgment, approval, or accountability.
Can I Use AI for This? Quick Decision Guide
Use this as a plain language pause button before you start.
Step-by-step check
1. Is the tool approved? If no or not sure, stop and ask.
2. Is the task approved for AI assistance? If not, do not use AI for it.
3. Can you remove names, account numbers, credentials, or other sensitive details? If not, slow down and confirm the rules first.
4. Will the output influence a customer, employee, policy, legal position, or money decision? If yes, human review becomes stricter and escalation may be required.
5. Can you verify the answer before anyone relies on it? If no, AI is the wrong shortcut for this task.
A useful analogy: AI is like a power tool. In the right setting it saves time. In the wrong setting it removes a finger from the metaphorical hand.
Introduction to AI, What It Is and Why It Matters
By the end of this section, you should be able to explain what artificial intelligence is and is not, describe where it shows up in everyday life and business, and separate real-world usefulness from movie-style nonsense. The important mental move is simple: AI is powerful software, not magic.
What AI is usually good at versus where it is usually weak
	Usually helpful for
	Usually weak or risky for

	Summarizing long text or pulling out key themes
	Knowing whether a statement is true without verification

	Turning rough notes into a clean outline
	Understanding unstated context or unwritten policy expectations

	Reformatting content into bullets, tables, or drafts
	Handling calculations, dates, and citations without mistakes

	Classifying or grouping non-sensitive information
	Making judgment calls with customer, legal, employment, or reputational impact

	Generating a first-pass explanation, email, or checklist
	Recognizing when a confident answer should really be 'I do not know'

	Suggesting alternate wording or tone
	Owning a final decision or accepting accountability



Common AI Failures
	Issue
	What it means
	Why it matters

	Hallucination
	The AI makes up a fact, quote, citation, source, number, or explanation.
	The answer may sound polished even when it is false.

	Overconfidence
	The output sounds certain even when the source material is thin or ambiguous.
	Confident wording is not evidence.

	Missing context
	The tool does not know the full situation unless you provide it.
	A technically clean answer can still be wrong for the real task.

	Stale information
	The tool may rely on outdated or incomplete knowledge.
	Dates, rules, vendors, and features can change.

	Bias or inappropriate phrasing
	The output reflects skewed patterns, stereotypes, or uneven treatment.
	Unfair language can create customer, employee, and reputational risk.

	Math or citation errors
	Totals, formulas, references, or quoted details may look finished but be wrong.
	Formatting can hide bad substance.



Myths to leave behind
	Myth
	Reality

	If the answer sounds smart, it is probably right.
	No. Style is not proof. Verification is proof.

	If a feature is built into software we already use, it is automatically approved.
	No. Embedded AI still needs review and approval.

	AI can think like a person.
	No. It predicts and generates based on patterns. It does not have judgment or responsibility.

	AI makes review less important because it saves time.
	No. Review becomes more important because AI can be wrong faster than a person can be wrong.

	AI is only for technical teams.
	No. Many of the safest uses are basic workplace tasks such as summarizing, organizing, and drafting.



Defining AI in plain language
Artificial intelligence, commonly called AI, refers to software that performs tasks we usually connect with human thinking. Those tasks can include understanding language, spotting patterns, classifying information, making predictions, or creating first drafts of new content.
A useful analogy is a recipe app that learns what you like. If you frequently cook pasta, soups, and vegetarian meals, the app starts suggesting dishes that fit those patterns. It is not tasting the food or feeling inspired. It is making a pattern-based guess about what might fit. AI works the same way on a much larger scale.
Another everyday example is spam filtering. Your email system has seen enormous numbers of messages that people previously marked as spam or legitimate. From those examples, it learns which patterns often show up in junk mail. When a new message arrives, the system is not 'understanding' the way a person does. It matches patterns and makes a prediction.
Why AI matters in business
AI matters because it helps people work through large amounts of information faster. It can reduce tedious work, improve consistency, and surface patterns that are hard to spot manually. Used well, it saves time on the rough draft so employees can spend more time on judgment, service, problem-solving, and control steps.
It can automate repetitive tasks such as sorting, tagging, drafting, and summarizing.
It can spot patterns in large volumes of information that would be hard to review manually.
It can improve consistency when the task is routine and the rules are clear.
It can personalize or tailor content, but only within approved boundaries and with human review.
What AI is not
Quick check: If a tool sounds smart but cannot own consequences, what is missing? Judgment and accountability.
AI is not a mind, a supervisor, or a decision-maker. It does not care whether the answer is fair, safe, or complete. It does not know your intent unless you tell it. It does not understand your organization the way you do. In plain English: it can sound fluent without being wise. That is why literacy matters.
Bottom line: AI is useful because it spots patterns and drafts quickly, but it is limited because it does not truly understand, care, or own the outcome.
How AI Works — Simple Analogies
This section explains core AI concepts using familiar comparisons. The goal is not to teach computer science. The goal is to give you a clear mental model so you can use AI without being fooled by it.
How AI learns: the training process
Imagine teaching a child to identify dogs. You do not start with a technical lecture on biology. You show many examples. Over time, the child notices recurring features and gets better at recognizing a dog in a new picture. AI learns in a similar pattern-based way. It is shown a very large number of examples, and it gradually becomes better at predicting or classifying what comes next.
That process is called training. During training, the system adjusts itself over and over so that it becomes better at matching patterns. You do not need to know the math behind that process to use AI wisely. What matters is knowing that the tool learned from examples and that its strengths and weaknesses depend heavily on those examples.
This also explains why AI can surprise you. It may do very well on a familiar pattern and then stumble on an unusual case. In other words, it can look brilliant until it meets a weird edge case, at which point it may wobble like a shopping cart with one bad wheel.
Pattern matching, not human understanding
AI does not understand the world the way a person does. It does not have lived experience, common sense, or responsibility. It is much closer to a very advanced pattern engine. That distinction matters. A person knows that a sentence can be factually wrong even if it sounds smooth. AI may produce the smooth sentence anyway because it is good at producing likely-looking language.
A practical analogy is autocomplete on steroids. When you type on your phone, the keyboard predicts the next word. Generative AI does something similar at a much larger scale and with much more sophistication. It predicts what kind of content is likely to fit the prompt and the patterns it has learned.
Narrow AI versus general AI
Most AI in the real world is narrow AI. That means it is built to do a specific job or a narrow group of jobs. A spam filter can be very good at spotting junk email and still be useless at drafting a customer letter. A meeting-summary tool can turn conversation into notes and still be useless at making a business judgment.
A fraud-monitoring tool may be strong at spotting unusual transaction patterns and completely unable to explain a policy exception.
A voice assistant may understand spoken commands and still have no idea how your department actually works.
A writing assistant may generate a clean paragraph and still miss the most important fact in the room.
When people talk casually about AI, they sometimes imagine a single all-purpose intelligence. That is not what employees deal with in day-to-day work. Most tools are specialized. Treat them that way.
Generative AI: creating new content
One highly visible category of AI is generative AI. Instead of only sorting or classifying information, it creates new content such as text, images, code, summaries, or outlines. It does this by learning patterns from large amounts of existing material and then producing a new output that fits those patterns.
Think of generative AI as a very fast drafting assistant. It can produce a first draft in seconds, but speed is not the same thing as correctness. A fast draft can still be a bad draft. That is why human review matters even more with generative tools than with basic automation.
Why context matters so much
AI only knows the context you give it, plus the patterns it learned before you ever touched it. If your instruction is vague, the answer will usually be vague. If your instruction leaves out a crucial limit, the tool may happily run past a boundary you expected it to know.
Giving AI a prompt is like giving directions to a visitor in a city they have never seen. 'Take me somewhere good' can lead almost anywhere. 'Take me to the branch office, use the fastest route that avoids tolls, and arrive before 8:30 a.m.' is far more likely to work. Clear context produces better outputs.
No math required: think inputs and outputs
The easiest way to think about AI is as a box. You provide an input. The tool produces an output. If the input is messy, the output is usually messier. If the input is clear, the output is more likely to be useful. That is why good AI use starts with good instructions (prompts) and ends with good review.
Bottom line: The safest mental model is pattern-matching software with impressive speed, not a wise machine with judgment.
AI in the Workplace — Practical Applications
This section moves from concept to practice. The aim is for every employee to leave with at least a few realistic examples of where AI can help and a clearer sense of where it should stay in the passenger seat.
General productivity uses
Summarizing meeting notes, long emails, policies, or reports into shorter plain-language takeaways.
Turning rough notes into a cleaner outline, checklist, agenda, or first draft.
Comparing two versions of a document and highlighting likely differences or themes.
Rewriting content for clarity, tone, or audience while keeping the human responsible for final wording.
Organizing non-sensitive information into categories, themes, or action items.
Explaining spreadsheet logic, formulas, or trends when the underlying data is already approved for the tool being used.
These are good examples because they are assistive. They help a person move faster through the first pass of the work. They do not remove the need for review, and they do not hand final authority to the tool.
Role-based examples
Different teams can use AI in different ways, but the same rules still apply. Below are examples that stay nontechnical and low drama.
Frontline or service teams: draft a clearer internal response, summarize common themes from non-sensitive feedback, or prepare a first-pass FAQ for staff review.
Operations teams: turn procedure notes into a checklist, summarize recurring issues, or compare version changes between documents.
Managers: convert meeting notes into action items, build a simple agenda, or ask for alternate wording for a staff communication before reviewing it personally.
Training, HR, or communications teams: draft learning objectives, convert content into a short quiz, or reframe a policy explanation into plain language for internal education.
Finance or analysis teams: explain trends from approved data, draft commentary on already-reviewed numbers, or organize questions for follow-up analysis.
Authorized technical staff: use approved tools to accelerate documentation, research, or code support while keeping testing, validation, and control steps in place.
Where AI adds the most value
AI usually adds the most value when the work has one or more of these characteristics: it is repetitive, text-heavy, pattern-heavy, or draft-heavy. If the task starts with a blank page, a long pile of notes, or a large amount of material that must be organized, AI can often help with the first pass.
AI usually adds the least value when the work requires judgment, empathy, accountability, or a control decision. Those tasks remain stubbornly human. That is not a bug. That is the whole point.
Using AI responsibly in your daily work
1. Protect confidential information. Do not place customer names, account numbers, employee records, credentials, or other sensitive information into a public or unapproved tool. When possible, use placeholders instead of real data.
2. Validate every output. Treat AI-generated content as a first draft, not a finished product. Check source material, facts, totals, dates, and tone before using the result.
3. Keep a human fallback. If the task matters, the process must allow a person to step in, correct the output, and make the final call.
4. Stay inside the use case. Just because a tool can generate an answer does not mean it fits the task. Use the approved tool for the approved purpose.
5. Slow down when the stakes rise. The more a task touches customers, money, reputation, compliance, employment, or external communication, the more review and caution it needs.
A useful habit: sanitize before you prompt
Before entering information into an AI tool, pause and remove anything that does not need to be there. Replace names with roles, account numbers with placeholders, and confidential details with generic descriptions when the task can still be completed without them. This is the digital version of covering sensitive fields before handing a document to someone who only needs part of it.
Bottom line: The best employee uses of AI are assistive and low-drama: summarize, organize, compare, and draft, then review like a grown-up.
Ethics and Responsibility in AI
Understanding the ethical side of AI is part of basic workplace judgment. AI can be useful and still create risk. The goal is not to fear it. The goal is to use it with enough maturity that speed does not outrun responsibility.
Bias: when patterns carry old unfairness forward
AI learns from data, and data reflects the real world, including the messy parts. If historical examples contain unfair patterns, the tool can learn those patterns and repeat them. In that sense, AI can act like a mirror or even an amplifier. It reflects what it was shown, and sometimes it turns the volume up.
This matters because unfair wording or lopsided recommendations may not announce themselves with flashing lights. They often arrive dressed as tidy, professional output. Employees should stay alert for patterns that feel one-sided, exclusionary, or unfairly harsh.
Watch for repeated errors that seem to affect one group, role, or situation more than others, this is known as ethical bias.
Be cautious when using AI to help with people-related tasks such as feedback, evaluations, communications, or screening language.
Escalate if an output feels biased, demeaning, or inconsistent with how Bank expects people to be treated.
Privacy: just because data can be entered does not mean it should be
AI tools often become more useful when they have more context, but that does not create a free pass to share more data. Think of sensitive information as something held in trust. The tool only gets what it truly needs, and only if the tool and the use case are approved.
A good analogy is a bank vault. The fact that the vault has a door does not mean every visitor gets to walk in. Access depends on purpose, approval, and control. Data works the same way.
Use approved platforms for approved work.
Use de-identified or generalized information when the task allows it.
Do not assume a public tool is private.
When in doubt, stop and ask before sharing data.
Transparency and honesty
If AI materially helps create work product, be prepared to say so internally when that context matters. Transparency builds trust. It also helps reviewers apply the right level of scrutiny. Hidden AI use tends to create a second problem: even if the output is fine, the process now looks evasive.
Transparency does not mean turning every routine drafting assist into a speech. It means being honest about process where it matters, especially when others rely on the work, approve the work, or are affected by the work.
Upskilling instead of panic
People sometimes jump straight to the question, 'Will AI take jobs?' A calmer and more useful question is, 'Which tasks will change, and which human skills become more valuable?' Usually the answer is that repetitive drafting, sorting, and pattern work becomes faster, while judgment, relationship skills, review, and decision-making become even more valuable.
The healthiest response is upskilling. Learn how to use AI well, how to review it well, and how to know when not to use it. That combination is more durable than either blind trust or blanket fear.
Core ethical principles for everyday use
Accountability: A human owns the outcome. 'The tool said so' is never the final answer.
Fairness: Watch for uneven treatment, loaded phrasing, or one-sided logic.
Privacy: Use the minimum necessary information, in the right tool, for the right purpose.
Transparency: Be open about meaningful AI assistance when others need that context.
Human-centered design: AI should support people, not replace human judgment in high-stakes decisions.
Bottom line: Helpful output is not enough. It also has to be fair, privacy-aware, appropriate, and accountable.
Data Literacy for AI Users
Data is the raw material that AI works on. If the raw material is messy, outdated, incomplete, or inappropriate for the tool, the result will usually be weak. You do not need advanced technical training to understand this. You just need good habits.
Structured versus unstructured data
Structured data fits neatly into rows and columns, like a spreadsheet or a database. Unstructured data is everything that does not behave that neatly: emails, PDFs, meeting notes, documents, images, voice recordings, and free-form text. AI is often especially helpful with unstructured information because there is so much of it and so much of it is tedious to sort manually.
A library analogy helps here. Structured data is like the card catalog giving you title, author, physical location. Unstructured data is the book itself. Both are useful, but they require different tools and different expectations.
Garbage in, garbage out
One of the oldest truths in technology is still one of the most important: bad input creates bad output. If the data is wrong, outdated, inconsistent, or incomplete, the AI cannot magically rescue it. A polished response can still be built on rotten lumber.
Duplicate information can distort summaries and counts.
Old information can create recommendations that no longer fit reality.
Inconsistent formats can confuse analysis and lead to missed patterns.
Missing context can cause the tool to guess when it should have asked for more information.
A simple input-quality checklist
1. Is the information current enough for the task?
2. Is the information complete enough for the tool to do the job?
3. Is the information accurate, or does it need cleanup first?
4. Does the tool need all of this information, or can sensitive pieces be removed?
5. Am I asking a clear question about the data, or am I hoping the tool guesses what I mean?
Protecting privacy in your data
Before using any data with AI, ask whether it includes personal, confidential, or otherwise sensitive information. If it does, use placeholders, remove unnecessary identifiers, or stop and verify whether the tool and use case are approved.
This is where a small pause prevents a large headache. A few seconds of cleanup before a prompt can prevent a security issue, a privacy issue, and an awkward conversation all at once.
You do not need to be a data scientist
Quick check: Before using data with AI, ask whether the tool truly needs every field you are about to provide. It usually does not.
Effective AI use does not require advanced math or programming. It requires ordinary discipline: check the input, ask a clear question, review the output, and correct what is wrong. If a result looks strange, start by checking what went in. Often the fastest improvement is not a better model. It is a better prompt or cleaner source material.
Bottom line: Good output starts with good input. Clean, current, relevant information beats more information.
Collaborating with AI — Best Practices
This section focuses on the practical skill of working with AI tools, especially generative AI systems such as chatbots and writing assistants. The strongest users are not the people who trust AI the most. They are the people who can guide it clearly and challenge it effectively.
How to ask AI for useful help
A prompt is simply the instruction you give the tool. Better prompts usually contain five ingredients: the task, the context, the audience, the limits, and the desired format. You do not need fancy wording. Plain language works well when it is specific.
Task: What do you want the tool to do?
Context: What background does it need?
Audience: Who is this for?
Limits: What should it avoid or stay within?
Format: Do you want bullets, an email, a table, or a short summary?
Weak prompt versus stronger prompt
	Weak prompt
	Stronger prompt

	Summarize this.
	Summarize this document in five bullets for managers. Focus on deadlines, open questions, and actions that still require human approval.

	Write an email.
	Draft a short internal email to staff announcing a schedule change. Use a professional tone, plain language, and end with three clear next steps.

	Analyze this spreadsheet.
	Review this approved spreadsheet and list three unusual trends, two possible explanations, and any figures I should verify manually before sharing.

	Make this better.
	Rewrite this paragraph in plain language for nontechnical employees. Keep the meaning the same, remove jargon, and do not add facts that are not already in the source text.



Useful prompting habits
1. Set the context. Tell the tool what the task is and why it matters.
2. State the audience. A message for executives should sound different from a note for internal training.
3. Specify the format. Ask for bullets, a checklist, a table, or a short paragraph when that matters.
4. Give boundaries. Tell the tool what not to do, what assumptions to avoid, or what limits to respect.
5. Iterate. If the first answer is off, correct it directly and refine the request.
A helpful analogy is giving directions to a first-time visitor. If you say, 'Take me somewhere nice,' you may end up almost anywhere. If you say, 'Take me to the branch office, avoid tolls, and get me there before 8:30,' the result gets much better.
See Bank’s Prompting Guide for more detailed training on prompting.
How to review AI output
Review is where responsible use becomes real. A clean-looking answer is not enough. Review the output the way you would review work from a fast intern: appreciative of the effort, alert to the mistakes, and very clear that the final responsibility still sits with you.
Facts: Are the claims true?
Numbers: Do the totals, dates, and references check out?
Fit: Does the output actually match the task and audience?
Tone: Is the language appropriate, fair, and professional?
Boundaries: Did the tool drift into advice, promises, or decisions it should not be making?
Understanding hallucinations
One of the most important things to know about generative AI is that it can produce content that sounds authoritative and still be wrong. This is often called a hallucination. The tool is not deliberately lying. It is generating an answer that statistically looks plausible. The problem is that plausible and correct are not the same thing.
Hallucinations often show up as invented facts, fabricated citations, wrong dates, or polished explanations of things that were never actually true. That is why verification is a habit, not a personality trait. You do it every time because the risk is built into the tool.
Treat AI like a teammate, not an oracle
Quick check: A good teammate can draft. A trusted decision-maker must still be you.
The most productive mindset is collaboration. You bring context, judgment, ethical reasoning, and business knowledge. The AI brings speed, pattern recognition, and drafting help. Together, that can be useful. But the moment the tool starts being treated like the final authority, the wheels come off, the transmission drops, and the windshield has a sudden meeting with an out of control spooked duck.
Bottom line: A better prompt improves the draft. Careful review keeps the draft from becoming an expensive little gremlin that has been fed after midnight.
AI Mistakes That Look Harmless
Some AI mistakes do not look dramatic. That is exactly why they spread.
Copying a polished answer into an email without checking whether it is actually correct.
Trusting a citation because it looks official without opening the source.
Using an AI feature built into software without confirming that the feature itself is approved for Bank use.
Removing one obvious identifier and assuming the information is now safe to share.
Letting AI summarize a document you did not read, then acting as though you understand the document.
Treating a fast draft as a finished product just because it sounds confident and clean.
A useful analogy is black ice. The road looks normal right up until the car proves otherwise.
AI Risks and Security
Artificial intelligence is a useful tool, and like any useful tool, it can also be abused. Attackers use AI to make scams more believable, more personalized, and harder to spot. The answer is not panic. The answer is better habits.
Key risks
1. Deepfakes. AI can generate fake audio or video that imitates a real person. A message may sound like a leader, vendor, or coworker and still be fake.
2. AI-enhanced phishing. Scam emails can now be polished, personalized, and free of the sloppy mistakes people used to rely on as warning signs.
3. Synthetic identities and impersonation. Attackers can build realistic fake profiles, photos, and writing styles to gain trust over time.
4. Misinformation and fake documents. AI can generate professional-looking content that appears official but contains false or manipulated information.
5. Data leakage through public tools. People can accidentally expose confidential information by placing it into an unapproved service.  General guideline is to use only approved applications that don’t use Bank or customer data used for training.  If in doubt, stop and ask a question.
6. AI-aided reconnaissance. Attackers can use AI to study public information about an organization and tailor scams more precisely.
Red flags to watch for
	Warning sign
	What it might look like
	What to do

	Urgency
	A message pushes you to act immediately, skip review, or keep the request secret.
	Pause. Slow is a control. Verify through a second channel.

	Unusual request
	A normal sender suddenly asks for passwords, money movement, confidential files, or policy exceptions.
	Treat it as suspicious until confirmed.

	Off-pattern wording
	The tone is polished but oddly generic, overly dramatic, or slightly unlike the sender.
	Look for mismatch between style and situation.

	Unexpected media
	A voice note, video, or screenshot appears out of nowhere and asks for action.
	Do not trust the medium alone. Call back or confirm independently.

	Oversharing prompt
	A tool or workflow encourages you to paste more data than seems necessary.
	Remove unnecessary detail or stop and ask.



Best practices for staying secure
Use only approved tools. Approval matters more than convenience.
Maintain healthy skepticism toward polished content. Better grammar is not better truth.
Verify unusual requests through a second channel before acting.
Use multi-factor authentication and follow normal access controls.
Protect sensitive data as if anything entered into a tool could become exposed.  Remember, you remain the responsible party in all things generated, even leaked data.  AI will remain blameless.
Report suspicious activity, manipulated media, or unusual prompts immediately.
Why these measures matter
Each practice blocks a different kind of failure. Callback verification defeats deepfake voice scams. Multi-factor authentication reduces the damage from stolen passwords. Approved tools reduce the chance of accidental data exposure. Fast reporting helps Bank contain problems before they spread.
A useful mental model is this: attackers like speed, emotion, and confusion. Good controls create the opposite. They introduce pause, confirmation, and clear ownership.
Mini security scenarios
Quick check: A message that creates urgency, secrecy, or flattery is not proof of legitimacy. It is often bait wearing a necktie, albeit a purple polka dotted one with green sequins.
Scenario: You receive a voicemail that sounds like a senior leader asking for a rush transfer or an urgent document. The right move is not to admire the audio quality. The right move is to verify through a separate channel before doing anything.
Scenario: You get a beautifully written email asking you to review an attached file and log in immediately. The grammar is perfect. The logo looks right. None of that proves legitimacy. Perfect writing is now cheap.
Scenario: A coworker wants to paste customer information into a public chatbot 'just to save time.' That is not clever. That is a preventable risk. Stop, redirect, and use approved tools and approved data handling instead.
Bottom line: AI raises the quality of scams as well as the quality of tools. Slow down, verify, and use normal controls.
Human Review, Scenarios, and Quick Reference
This final practical section turns the ideas in the guide into simple habits. The main point is not to memorize vocabulary. It is to build repeatable judgment.
The five-question final check
1. Is the tool approved for this kind of work?
2. Did I avoid entering data that the tool should not receive?
3. Have I verified facts, numbers, dates, and other details that matter?
4. Does the output fit the audience, the task, and Bank's expectations for tone and conduct?
5. Am I still clearly the person making the decision and owning the result?
If the answer to any one of these questions is 'no' or 'I am not sure,' stop and fix that issue before moving forward.
When to escalate instead of guessing
You are unsure whether the tool is approved.
The task touches sensitive information, customer impact, money movement, employment matters, or legal/regulatory meaning.
The output feels biased, too confident, or strangely off-pattern.
The tool is asking for more information than seems necessary.
Something about the request feels rushed, unusual, or manipulative.
Practical scenarios and discussion prompts
The scenarios below are useful for team discussions, short refreshers, or manager-led conversations.
Scenario 1: A team member uses an approved internal tool to turn meeting notes into action items. The notes do not include sensitive customer information, and the manager reviews the output before sending it. This is generally a good example of assistive use.
Scenario 2: An employee pastes customer names, account information, and complaint details into a public chatbot to draft a response. This is not acceptable. The data handling is wrong even if the writing comes back polished.
Scenario 3: A supervisor asks AI to draft performance review language. This may be allowed only within approved boundaries, but it requires extra care. People-related content must be reviewed closely for fairness, accuracy, tone, and ownership.
Scenario 4: An employee asks AI to interpret a policy and then acts on the answer without checking the actual policy or required approver. That is not safe use. AI can help summarize a policy, but it should not replace the policy or the approval chain.
Scenario 5: A staff member receives an urgent message with a convincing executive voice asking for immediate action. The correct response is verification through a trusted second channel, not fast obedience.
Scenario 6: A manager uses AI to turn a long internal update into a short, plain-language summary, then reviews the wording and adjusts the tone before sharing it. That is exactly the kind of assistive use that can save time without giving away control.
Bottom line: The goal is simple: approved tool, approved use, protected data, verified result, human ownership.
Frequently Asked Questions
Is AI the same as automation?
Not exactly. Automation usually follows set rules. AI is better at handling patterns, language, and variability. Some tools combine both.
Does AI know what is true?
No. It can produce true statements, but it does not automatically know truth from falsehood. Verification is still required.
Can I trust AI if it sounds confident?
No. Confidence is a writing style. Accuracy must be checked separately.
Is a built-in AI feature automatically approved because it is inside software we already use?
No. Approval depends on the feature, the data, and the use case, not just where the button appears.
Can AI write customer-facing content?
Sometimes only within approved boundaries and with human review. External communication raises the stakes and requires stronger oversight.
Should I ever place confidential information in a public AI tool?
No. Use approved tools and approved data-handling methods only.
Do I need to become technical to use AI well?
No. Clear thinking, good judgment, and careful review matter more than technical depth for general employee use.
What should I do if I think AI produced a bad answer or unsafe output?
Do not use it as-is. Correct it if appropriate, and escalate or report the issue when the risk or uncertainty is meaningful.
Will AI replace my role?
The more realistic view is that AI changes tasks. Human judgment, service, accountability, and relationship skills remain essential.
Bottom line: Most employee AI questions collapse into the same rule: use approved tools, protect data, and review before acting.
Plain-English AI Glossary
AI: Software that performs tasks such as predicting, classifying, summarizing, drafting, or recognizing patterns.
Approved tool: A tool Bank has formally reviewed and allowed for a defined purpose.
Bias: A systematic tilt in output that creates unfair or uneven treatment.
Confidential information: Information that should not be shared broadly and must be protected according to policy and role.
Data: The information a tool works with, such as text, numbers, documents, or images.
Deepfake: Fake audio, video, or imagery generated to imitate a real person or event.
Generative AI: AI that creates new content such as text, summaries, images, or code.
Hallucination: An AI-generated statement that sounds plausible but is false, invented, or unsupported.
Human-in-charge: The principle that a person starts the work, reviews the output, makes the decision, and owns the outcome.
Model: The trained system behind the AI tool.
Prompt: The instruction or question you give an AI tool.
Sensitive data: Information that requires protection because it relates to customers, employees, credentials, operations, or other confidential matters.
Structured data: Data organized into rows and columns, like a spreadsheet.
Unstructured data: Data such as documents, emails, images, recordings, or notes that do not fit neatly into tables.
Bottom line: Shared vocabulary reduces confusion. If people use the same words the same way, training gets easier and errors shrink.
Quick Reference Checklists
Do / Do not
Do: Use AI to help draft, summarize, organize, compare, and clarify.
Do not: Use AI to bypass a control, make a final decision, or approve something in your place.
Do: Verify names, dates, totals, quotes, and citations.
Do not: Assume clean writing equals correct writing.
Before you use AI
Confirm the tool is approved.
Confirm the task fits the approved use case.
Remove or mask unnecessary sensitive information.
State the task, audience, format, and limits clearly.
Be ready to review the result yourself.
Before you share AI-assisted output
Check facts, numbers, dates, and names.
Check tone, fairness, and professionalism.
Check whether the output actually answered the right question.
Check that no confidential information was exposed or included by mistake.
Check that a human still owns the decision and final message.
When something feels off
Pause.
Do not send, approve, or act on the content yet.
Verify through source material or a second channel.
Ask for help if the risk is meaningful or the boundaries are unclear.
Report suspicious activity, unsafe prompts, or manipulated content quickly.
Bottom line: Checklists matter because memory gets slippery when people are rushed. Use them when the room gets weird.
Manager and Facilitator Notes
Use this appendix to turn the master document into shorter training pieces without rewriting the content from scratch.
Good 10-minute modules
If You Remember Only Five Things + Quick Reference Checklists
Can I Use AI for This? Quick Decision Guide
AI Risks and Security + one or two mini scenarios
Good 20- to 30-minute sessions
Introduction to AI + How AI Works — Simple Analogies
AI in the Workplace + Collaborating with AI — Best Practices
Ethics and Responsibility + Data Literacy for AI Users
Good discussion starters for team meetings
Role-based examples
Practical scenarios and discussion prompts
AI mistakes that look harmless
How to derive smaller training assets
Video training: use one Heading 1 section as one video topic, then end with the section bottom line.
PowerPoint: turn Heading 2 items into slides, bullets into talking points, and scenarios into discussion slides.
Job aid: pull the Quick Decision Guide, checklists, and AI at Bank in 60 Seconds onto one or two pages.
Evergreen versus bank-specific content
Evergreen content includes what AI is, common failure modes, prompting habits, review expectations, and basic security risks. Bank-specific content includes approved tools, escalation paths, current use boundaries, and role examples tied to internal process. Keep those pieces logically separate so updates do not require ripping apart the whole document.
Key Takeaways
AI is useful, but it is not magic and it is not a decision-maker.
The best general employee use is assistive: summarize, organize, compare, draft, and support human work.
The most important control is human ownership from start to finish.
Better prompts improve output, but review is still mandatory.
Polished language is not proof. Verification is proof.
Sensitive data belongs only in the right tool, for the right purpose, with the right approvals.
Good AI use saves time on the first pass and preserves judgment for the final pass.
Used well, AI can reduce friction and free up more time for the work people are actually paid to do: serve customers well, apply judgment, solve problems, and protect Bank. Used poorly, it can create fast mistakes. This guide is designed to help employees stay on the useful side of that line.
AI at Bank in 60 Seconds
Five non-negotiables
Use approved tools only.
Protect sensitive and confidential information.
Treat AI output as a draft, not a fact.
Verify before sharing, acting, or approving.
Keep a human responsible for the final decision.
Five red flags
The tool is unapproved or the use case is unclear.
The task affects customers, money, policy, employment, or legal meaning.
The output sounds polished but you cannot verify it.
The prompt requires sensitive data that seems unnecessary.
The request feels rushed, secretive, manipulative, or oddly urgent.
Five good starter uses
Draft an outline.
Summarize non-sensitive notes.
Compare two versions of a document.
Rewrite for clarity or audience.
Turn rough notes into a checklist or action list.
Three times to escalate
You are not sure the tool or task is approved.
Sensitive information, customer impact, or money movement is involved.
The output seems biased, wrong, unsafe, or too confident for the facts available.
