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Purpose
This policy establishes requirements for the safe, ethical, and secure use of Artificial Intelligence (AI) tools and AI Systems at Bank. The Bank recognizes that AI can improve efficiency and support staff analysis, but AI also introduces risks including data leakage, inaccurate outputs, biased or inappropriate content, and loss of human accountability. This policy sets clear expectations so that employees know what is allowed, what is prohibited, and how AI outputs must be reviewed before being used for any business purpose.

Scope
This policy applies to all categories of AI Systems as defined in the AIS Program and applies to all employees, officers, contractors, and third parties acting on behalf of Bank who access, use, configure, or interact with AI tools or AI-enabled features. 

AI Risk Classification
Not all AI use carries the same risk. To ensure controls are proportional to the potential for harm, the Bank shall apply a risk-based tier framework that will be defined in the AIS Program. Employees must understand these tiers so they can recognize when a proposed use may exceed the Bank’s currently approved boundaries.

Human-In-The-Loop Standard
All individuals within the scope of this policy shall adhere to a human-in-the-loop principle.  This section requires the understanding that all use of AI requires a human review and AI shall not make any business or customer decision autonomously.  All output created with AI infers ownership to the individual presenting it’s output.

AI outputs are treated as drafts. No AI output may be treated as a final Bank decision, presented to customers, or relied upon for regulatory purposes without human review and approval.

AI Is Not Approved For
1. Automating approving or denying credit, accounts, or other consumer outcomes.
1. Setting pricing, rates, or fees without human review.
1. Executing transactions or changes to customer accounts.
1. Generating final customer communications without required human review and approvals.

Future AI Categories: Models and Agentic AI
While the Bank currently uses generative AI in an assistive capacity, this policy establishes requirements that will apply if the Bank expands into additional AI categories. No expansion beyond Tier 1 assistive use may occur without AIWG review and approval, including completion of the enhanced controls described below.

Predictive and Analytical Models
If the Bank considers deploying predictive models, machine learning models, or AI-driven decision tools, the following requirements must be met before implementation and must be included in the Bank’s AI Systems program:
1. An expanded model governance framework must be approved, including validation, monitoring, and documentation standards appropriate to consumer impact.
1. The use case must be assessed under the AIS Program risk tier framework and assigned Tier 2 or Tier 3 as appropriate.
1. Compliance testing must confirm the model does not produce discriminatory or unfair outcomes.
1. Ongoing performance monitoring and periodic revalidation must be established.
1. Documentation must be sufficient to explain model behavior to examiners.

Agentic AI
Agentic AI introduces additional risks because it can plan, execute multi-step tasks, use tools, and take actions with reduced human intervention between steps. If the Bank considers deploying agentic AI, the following additional requirements apply:
1. Scope and boundaries of permitted autonomous actions must be clearly defined and documented.
1. A human override mechanism must always be available, allowing an authorized user to halt, reverse, or redirect the agent’s actions.
1. Logging and auditability requirements must capture each step, decision, and action taken by the agent.
1. The use case must receive Tier 2 or Tier 3 classification with corresponding controls.
1. Access controls, authentication, and authorization must address the agent’s ability to interact with systems and data.

Approved Tools and Access Control
Employees may only use AI tools approved by the Bank and listed in the AI Tool & System Register. Access is granted based on business need, completion of required training, and acknowledgment of this policy. Role-based access (Owner/Admin/User) is used where supported by the platform, and least privilege principles apply.

Data Handling Requirements
Employees must protect confidential and sensitive information when using AI tools. AI data security requirements will adhere to the Bank’s Information Security Program.

Output Review and Quality Expectations
AI outputs must be reviewed before use. Employees are responsible for ensuring outputs are accurate, appropriate, and consistent with Bank policy and regulatory requirements. Specifically, employees must:
1. Verify facts, numbers, calculations, and citations.
1. Confirm that language is professional, non-discriminatory, and free of bias.
1. Ensure customer-facing materials follow required approval processes.
1. Not present AI outputs as a final Bank decision.
1. Escalate bias, discriminatory language, or inappropriate content immediately and not use the output.

AI Specific Prohibited Uses
AI tools must not be used in ways that could create consumer harm, legal risk, or security exposure. Prohibited uses include, but are not limited to:
1. Entering restricted data (NPI, PII, account numbers, credentials, or confidential internal information) into unapproved AI tools or tools that use Bank data for model training.
1. Using AI to bypass established controls, policies, or approval workflows.
1. Using AI to make, approve, or deny consumer decisions.
1. Using AI outputs without human review.
1. Deploying AI agents or autonomous workflows without AIWG approval.
1. Building, training, or fine-tuning custom AI or machine learning models without AIWG approval.
1. Using AI to generate, modify, or transmit customer communications without required reviews and approvals.
1. Using unapproved AI tools, including consumer AI products, unauthorized browser extensions, or unapproved AI features within vendor products.
1. Using any AI personal account within the Bank’s computing environment to include bank computer’s, laptops, mobile devices, or Bank provided internet access.

AI Lifecycle Management
AI tools and features change frequently. The Bank follows a lifecycle process to prevent unmanaged adoption, ensure staff are trained, and confirm controls remain appropriate. The lifecycle stages are documented and managed by the Bank’s AIS Program.

Model Risk and Fairness
Because the Bank does not currently deploy predictive or decisioning AI models, full model risk management practices are not currently required. However, fairness and quality still matter because AI-generated content can influence how staff communicate, document work, and analyze information.

Future Model Governance
If the Bank considers predictive models or AI-driven decisions, the Bank will not proceed until an expanded model governance framework is approved, including validation, monitoring, documentation standards, and compliance testing appropriate to consumer impact. This requirement applies equally to internally developed models and to third-party models.

Governance and Accountability
The AI Working Group (AIWG) is the Bank’s designated governance body for AI Systems. It oversees implementation and maintenance of this policy and the AIS Program, reviews AI use cases and tool changes, and ensures AI controls remain aligned to Bank risk appetite and regulatory expectations. Additional roles and responsibilities can be found in the Bank’s AIS Program documentation.

Incident Reporting and Escalation
AI Incident management will follow the Bank’s current Incident Management policy and procedures.

Training and Acknowledgment
Before receiving access to AI tools, employees must complete the Bank’s Generative AI Safety and Security training and acknowledge this policy. Training and acknowledgment records are tracked by the Human Resources department

Policy Review
This policy is reviewed at least annually and updated as needed. Triggers for off-cycle review include adoption of a new AI tool, new AI features in a vendor product, proposed expansion into higher-risk use cases, audit findings, incident findings, or material changes to regulatory guidance.

Reference Documents
Information Security Program
AI Systems Program
Vendor Management Policy
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